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WordPress <wordpress@wordpressspezialist.de>
wordfence@fastmail.org

Subject: Wordfence activity for 10. Juni 2024 on wordpressspezialist.de

Date:
Size:

Monday, 1@0. June 2024 at 16:01
83 KB

Wordfence activity from 3. June 2024 to 10. June 2024

T Wordfence

‘ l ' ‘ I ' Securing your WordPress website

This email was sent from your website https://wordpressspezialist.de and is a summary of security
related activity that Wordfence monitors for the period 3. June 2024 to 10. June 2024. NOTE: You are
using the free version of Wordfence and are missing out on features like real-time firewall rule and
malware signature updates, country blocking, and detecting if your site IP is sending spam. Click here
to upgrade to Wordfence Premium now.

Top 10 IPs Blocked

141.255.162.199 Switzerland 229
52.163.225.203 Singapore 35
91.92.242.199 Bulgaria 13
139.99.123.135 Singapore 12
91.92.245.191 Bulgaria 9
87.106.126.170 Germany 8
194.38.23.16 Ukraine 8
91.92.244.113 Bulgaria 2
41.216.188.162 Germany 2
91.92.243.31 Bulgaria 2

Top 10 Countries Blocked

Switzerland 1 229


https://wordpressspezialist.de/wp-admin/admin.php?page=WordfenceWAF#top%23blocking
http://www.wordfence.com/zz5/
https://wordpressspezialist.de/
http://www.wordfence.com/zz6/

Singapore 2 47
Bulgaria 6 29
Germany 4 12
Ukraine 1 8
Netherlands 3 3
United States 2 2
Japan 1 2
France 1 1
| !
Top 10 Failed Logins
admin 1147 No
wordpressspezialist 111 No
wwwadmin 48 No
wadminw 24 No
test 15 No
demo 5 No
portugal 4 No
editor 4 No
1234567890 4 No
Username 3 No

Recently Blocked Attacks

June 10, 2024
11:59am

June 10, 2024
11:59am

June 10, 2024
11:59am

June 10, 2024

87.106.126.170 (Germany)
Blocked for Known malicious User-Agents

87.106.126.170 (Germany)
Blocked for Known malicious User-Agents

87.106.126.170 (Germany)
Blocked for Known malicious User-Agents

87.106.126.170 (Germany)



https://wordpressspezialist.de/wp-admin/admin.php?page=WordfenceWAF#top%23blocking
https://wordpressspezialist.de/wp-admin/admin.php?page=WordfenceWAF&subpage=waf_options#waf-options-bruteforce

11:58am

June 10, 2024
11:58am

June 10, 2024
11:58am

June 10, 2024
11:58am

June 10, 2024
11:58am

June 10, 2024
10:36am

June 10, 2024
8:10am

Blocked for Known malicious

87.106.126.170 (Germany)
Blocked for Known malicious

87.106.126.170 (Germany)
Blocked for Known malicious

87.106.126.170 (Germany)
Blocked for Known malicious

87.106.126.170 (Germany)
Blocked for Known malicious

162.55.25.102 (Germany)
Blocked for Known malicious

54.152.106.54 (United States)
Blocked for Known malicious

and 305 additional attacks

User-Agents

User-Agents

User-Agents

User-Agents

User-Agents

User-Agents

User-Agents

Recently Modified Files

June 7, 2024 3:23am

wp-content/plugins/wordfence/fonts/ionicons.woff
June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFOmCngEu92Fr1Mu
7GXMKTUlKvnz.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFO1CngEu92Fr1Mm

EU9fBBc-AMP61Q.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFO1lCngEu92Fr1Mm

WUl£fChc-AMP61bBP.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFOkCngEu92Fr1Mu

51xGIzQXKMnyrYk.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFO1lCngEu92Fr1Mm

SU5fChc-AMP61bBP.woff

June 7, 2024 3:23am

wp-content/plugins/wordfence/fonts/fontawesome-webfont.wof
f

June 7, 2024 3:23am  wp-content/plugins/wordfence/fonts/roboto-KFOmCngEu92Fr1Mu

4mxMKTU1lKg.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFO1lCngEu92Fr1Mm

EU9fChc-AMP61bBP.woff

June 7, 2024 3:23am wp-content/plugins/wordfence/fonts/roboto-KFOKCngEu92Fr1Mu

51xITzQXKMny.woff

This list may include WordPress core/plugin/theme updates, error logs, cache files, and other normal changes.


https://wordpressspezialist.de/wp-admin/admin.php?page=WordfenceTools&subpage=livetraffic

Updates Needed

No updates are available at this time.

If you would like to sign-in to https://wordpressspezialist.de please click here now. You can change
the frequency of this email or turn it on and off by visiting your Wordfence options page.

No longer an administrator for this site? Click here to stop receiving security alerts.
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https://wordpressspezialist.de/wp-admin/admin.php?page=Wordfence&subpage=global_options#global-options-email-summary
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